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GLOBAL ANALYSIS
GLOBAL THREAT INDEX MAP

Taiwan
Risk: 61.8 %

The map displays the cyber -threat risk
index globally, demonstrating the main
risk areas around the world.*

- Higher risk

I - Lower risk

. - Insufficient Data
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Education / Research 1%
Government / Military (+4%)
Healthcare (+18%)
Communications 1527 k)
ISP/ MSP %)
Utilities (+13%)
Finance / Banking 1717 S
Retail / Wholesale [+42%)
Manufacturing [+4%]

Insurance / Legal [+5%)
Leisure / Hospitality (+0.3%)]
SI/ VAR / Distributor (2%

Consultant (+27%)
Transportation [+65%)
Software Vendor [-6%)

Hardware Vendor AT [-18%)

Figure 2. Global Average of weekly attacks per organization by Industry in H1 2023
[change in percentage from H1 2022].
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I TOP MALICIOUS FILE TYPES - WEB VS EMAIL

DELIVERY PROTOCOLS - EMAIL VS. WEB WEB DELIVERED MALICIOUS FILES
ATTACK VECTORS IN 2018-2023. BY TYPE IN HT 2023.
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EMAIL DELIVERED MALICIOUS FILES, CHANGE IN
PREVALENCE IN HT 2023 COMPARED T0 2022.

3205 EMAIL DELIVERED MALICIOUS ARCHIVE
FILE TYPES IN H1 2023.
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TOP MALWARE FAMILIES

MOST PREVALENT MALWARE GLOBALLY
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Topse 24815 (TOP LEVEL DOMAIN)
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PERCENTAGE OF ATTACKS LEVERAGING VULNERABILITIES BY DISCLOSURE YEAR IN H1 2023
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Most active actors by number of victims, VICTIMS BY COUNTRY, AS REPORTED ON
as reported on shame sites - H1 2023. SHAME SITES - H1 2023.
lockbit3 I 7% USA I (5%
alphv . 10% UK 7%
clOp I % Canda %
MalasLocker M 8% Italy %
bianlian 6% Germany %
royal 5% France M 3%
play Il 5% Russia 0 2%
other I, % Brazil 0%
other I, 0
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INDUSTRY DISTRIBUTION OF RANSOMWARE VICTIMS, AS REPORTED ON SHAME SITES - H1 2023
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Manufacturing

I 3%

Retail/Wholesale I 177
Software/IT I 10%
Healthcare I 7
Consultant I %
Education/Research I %
Finance/Banking . 5
Legal/Insurance I 2
Government/Military I 2
Transportation 3%
Construction 3%

Real Estate 7%
Leisure/Hospitality 7%
Communications B 1%
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ﬂ Will generative-Al accelerate cyber offense?
Yes, it is possible that generative-Al could be used to accelerate and automate ?‘Z 1Fq _I—_E )TE 7]'/\\ *x& E %}‘f % E/] $$ j:}:l_ IJ—-_I
. . . E \_u: g RN B2 T RG]

various forms of cyber offenses, such as phishing attacks, malware generation,
and misinformation campaigns. However, it is also possible that advancements

in Al and machine learning could be used to enhance cybersecurity defenses

and mitigate the potential impact of such attacks. The relationship between

generative-Al and cybercrime is complex and dynamic, and will likely continue

to evolve as technology advances.
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Telemetry Prevention First!
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Security Operations
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STUDENTS

o Acquire cyber essential work skills
* Graduate asa certified professional

* Freg training and a 85% discount * 4’“& /E|\ E :I:ﬁ’, 'f I:, ié? ﬁ A 7_|_ ilsz ZHS IESZ %

on Check Paint Certification
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* Be part of the global effort to prepare today’s students

with the vital cyber skills to protect our future * E ﬁ }—sE_z %‘ /El\ 'T/E .EEE. %ﬁ
% 7 N

» Free Check Point professional training and certification
* Valuable instructor materials

45,493

STUDENTS

50+

COUNTRIES

100+

PARTNERS

INSTITUTES

* Equip pupils with real-life work skills

* (fferyour academic staff additional value at no cost

* Remain a key player inthe market with
minimal investment
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SecureAcademy - Cyber Security Essentials | eLearning

; . =4 Type 1.
Cyber Security Essentials [Ealaiaallals T e
EC-Council Q;CHECKPmNT" -EC-Council x Check Point

* REVIEWS

Type 2.
v SecureAcademy - Digital Forensics Essentials | eLearning 0% Ch eC k PO i nt ’%|¥—| Et% ﬁ §E\ E E** E% $3I:IE
-EESETT A CPE A FI 4R

‘ DFE course - EC-Council

0% My Score
Type 3:
v SecureAcademy - Ethical Hacking Essentials | eLearning 0% =27 /'_\Z_\I E ‘ H/\ 'rEE T —> 277 23
HZE B 1% T\, B al
A x
EHE course - EC-Council j: 5 rgtjsj_ t , %/\/\ n%‘f% E
0% My Score

v  SecureAcademy - Network Defense Essentials | eLearning 0% ? J: ﬂ% %EE Hj gﬂ 7\ I\/] 14 1 6 /J H

NDE course - EC-Council

0% My Score
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Thank you!

Danny Yang, Cyber Security Evangelist
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