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2022/08 ~ 2022/10 CSVREEXE R4 4

Cross-Site Scripting
SQL Injection

File Related
Information Disclosure
Privilege Escalation
Denial-of-Service
Command Injection
Code Execution
Buffer Overflow
Out-of-Bounds Write
Use-After-Free

Traversal
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2022/11 ~ 2023/01 CSVE FXE R4

Cross-Site Scripting
SQL Injection
Denial-of-Service
Information Disclosure
Privilege Escalation
Buffer Overflow
Traversal

Command Injection
Out-of-Bounds Write
Code Execution

Improper Authentication

M Critical W High
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G shill

Ransomware Network Intrusion
36% 14%

Insider Threat

Business Email Compromise (BEC) 5%
34%
Extortion -
z%Encryphon Exposure
Investigation
1%

PCI Investigation

~—

1%
L Other Types
. <1%
Other Digital Web App
Forensics Compromise
2% 1%
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Software

Vulnerabilities
31%

Brute-force
Credential
Attacks
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Credentials . \_\_i SEn NTE NA TS
hifiEln R H 7% (RDP) - E=1@2B R T
Insider Threat 770/0 J/\/{J: °

Phishing 4% Social Engineering
37% 3%

\ Abuse of Trusted
Relationship(s) / Tool(s)
Others
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ProxyShell (CVE-2021-
34473, CVE-2021- 34523, CVE-2021-31207)

Log4j (CVE-2021-
45046)

SonicWall (CVE-2020-

5135, CVE-2021-20016)

ProxyLogon (CVE-2021-
26855, CVE-2021- 26857, CVE-2021-26858, CVE-2021-27065)

Zoho ManageEngine ADSelfService Plus (CVE-2021-
40539)

Fortinet (CVE-2023-
27997, CVE-2020-12812, CVE-2019-5591, CVE-2018-13379)

Other
Vulnerabilities

FortiNet CVEs
Zoho ManageEngine
ADSelfService Plus

ProxyLogon

SonicWall

CVEs ProxyShell

7% 55%
Logaj
14%
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Cloud e

On-Premises
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Other

Software
Abuse of Trusted Vulnerabilities

o IR RSIEREN FHEARRIA - Relationship(s) / Tool(s) 48%

o B ARHIEIT DR - ST DIE
%EE%&B’J)%H%DSE%E ° Previously

Compromised
o RINAIEEIE T $H¥ RDP -

Credentials

Phishing
12%

Brute-force
Credential Attacks

20%
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SIM
-60%
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-74%
-62%
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Conti

LockBit / LockBit 2.0
Hive

Dharma

PYSA

Phobos

ALPHV / BlackCat
REVvil

BlackMatter

Other Variants

5%

5%

18%
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Distributed
Denial of Har ment
Service arassme

(DDoS)

Encryption ) Data Theft )
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B L #E (Operation)

A complete suite of analytics and automation solutions to power a
modern SOC, including XDR, SOAR, and attack surface management

8 ZZE (Networks) EixZZE (Cloud) imEa =2 (Endpoint)

Best-in-class Network Security Platform Comprehensive cloud-native Best performing endpoint
across hardware, application protection platform protection in 2022 MITRE
software and SASE - securing from development to runtime, ATT&CK, with 100% detection
hybrid workforces and complex across multi-cloud and
infrastructures of today hybrid environments

EXFEREHLE(R)

Unit 42 brings together world-renowned threat researchers, incident responders,
and security consultants to help you proactively manage cyber risk
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OUR VISION

We envision a world
where each day is
safer and more secure
than the one before.
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