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Infrastructure

Bare metal Virtualization

Private cloud
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Public cloud

Source: Red Hat detail. “The State of Enterprise Open Source,” Feb. 202
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https://www.redhat.com/en/resources/state-of-enterprise-open-source-report-2021?intcmp=7013a000003BkveAAC
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Infrastructure Applications People & Processes
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Bare metal Virtualization Edge Al/ML Analytics Serverless Developer Pipeline and People and
; : tools processes policies
Private cloud Public cloud Cloud-native and Java™ The right
microservices : skills
ISV

& RedHat

Source: Red Hat detail. “The State of Enterprise Open Source,” Feb. 2021.



https://www.redhat.com/en/resources/state-of-enterprise-open-source-report-2021?intcmp=7013a000003BkveAAC
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State of Kubernetes security report 2022
2Source: The State of Enterprise Open Source: A Red Hat Report, 2022. Full report: red.ht/enterprise



https://www.redhat.com/rhdc/managed-files/cl-state-of-kubernetes-security-report-2022-ebook-f31209-202205-en.pdf
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BT E &3 - Open Hybrid Cloud
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Platform

RedHat & RedHat & RedHat & RedHat
Integration Runtimes Process Automation Data Services
& RedHat
Advanced Cluster Security
for Kubernetes
‘ RedHat
OpenShift

Container Platform

& RedHat
Advanced Cluster
Management

Q Q : O . for Kubernetes

RedHat RedHat RedHat i Other public
e Enterprise Linux e Virtualization e O?Jensatack Platform a\VV/Sj Google Cloud {5 IBMCloud B Microsoft Azure clouds Edge ‘ RedHat

&8 RedHat

OpenShift
Data Foundation

Insights

& RedHat
Smart

Q Red Hat Management
Enterprise Linux
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Managed Red Hat OpenShift Services - Fully managed, start quickly
s
aws B 2

Red Hat OpenShift Azure Red Hat Red Hat OpenShift Red Hat OpenShift
Service on AWS OpenShift on IBM Cloud Dedicated

Self-Managed Red Hat OpenShift - Customer managed, for control and flexibility

Red Hat
OpenShift

On public cloud, on-premises on physical or virtual infrastructure, or at the edge

& RedHat
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The Engine The Parts The Assembled Car The Full Service

SRE and Customer Success

o Service Service
Registry Logging

Kubernetes Cluster Services OpenShift Cluster Services i OpenShift Cluster Services

Basic Networking :: Ingress. rking :: Router :: OLM ! Networking :: Router :: OLM

Basic Networking : Ingress.
|

aws A 9 aws A 9 @ aws

xKS xKS Self-managed Red Hat OpenShift Service
: plus ‘native’ services Red Hat OpenShift 1 on AWS

Kubernetes Cluster Services

& RedHat
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Red Hat Open Hybrid Cloud Platform

& RedHat & RedHat & RedHat & RedHat
Advanced Cluster Management Advanced Cluster Security Quay OpenShift
for Kubernetes for Kubernetes Data Foundation
Multi-cluster management Cluster security Global registry Cluster data management
Observability | Discovery | Policy | Compliance | Declarative security | Container vulnerability Image management | Security scanning | Geo- RWO, RWX, Object | Efficiency |
RedHat @—— ) . . . S ; -
Openshift Configuration | Workloads management | Network segmentation | replication Mirroring | Image builds Performance | Security | Backup |
Platform Plus Threat detection and response DR Multicloud gateway
Manage workloads Build cloud-native apps Data-driveninsights Developer productivity
Platform services Application services* Data services* Developer services
« Service mesh | Serverless + Languages and runtimes + Databases | Cache + Developer CLI | IDE
‘ g?):rsal’fift ® « Builds | CI/CD pipelines + API management + Data ingest and preparation « Plugins and extensions
Container Platform + GitOps | Distributed Tracing + Integration + Data analytics » CodeReady workspaces
* Log management + Messaging + Al/ML + CodeReady containers
+ Cost management + Process automation

Kubernetes cluster services
Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm

OpenShift
Kubernetes Engine

&, RedHat &, RedHat

: : Enterprise Linux
Enterprise Linux CoreOS

=1
Physical Virtual Private cloud Public cloud Edge

* Red Hat OpenShift® includes supported runtimes for popular languages/frameworks/databases. Additional capabilities listed are from the Red Hat Application Services and Red Hat Data Services portfolios.
** Disaster recovery, volume and multicloud encryption, key management service, and support for multiple clusters and off-cluster workloads requires OpenShift Data Foundation Advanced
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PABSING STANDARDS ACHOSS CLUSTIRS assme s7ansangs #Y CLATER w9 cvEs  k P P ooTED ' 2 B
o Type Fixable CVSSScore & Eamv. impact Impact Score Entities Oiscovered Time  Published
- 00 2deployments
Image CVE No 13% affected 100 imiges
- - 1compentnt
g - l ”8
VAN Node CVE No \ attected 9 1compeent
ouz
CvE2019-1 6305 Node CVE Fixable Lad 160% atfected 9 1compeent 2
aarsen - - 98 i
O ove01915504 Node CVE No 100% atfected 59 1compszat
CONFIGURE
er v | © pasthour v Network Palicy Simulator bl
IANCE
L e o o .
e o o
s No Standard results available. Run a scan on the Compliance p: et
GO TO COMPLANCE e
cRITICAL HIGH meEDIUM Low
VIOLATIONS BY CLUSTER D TOPRISKY DEPLO! it AL o BY TIME 1
2 remote
collector 4344 A s
EXTERNAL 10416.0.0/12
ENTITIES » CLOUDFLARE
aginx
2 sensor 427 | 8:43:44 A4 2
agmission-control a2
. LeGEND. x MULTINETWORK
° o Aprat  Apr23  Apr2s 2 AMAZON/US-EAST-1
e scannerdb * @ e

3 Critical Medium 3 Low

Low - Medium < High - Critical
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0 of Fortune Global 0 of Fortune Global
8 O / 500 commercial : 61 / 500 services
0 : () )

banks : companies

of Fortune Global of Fortune Global
1 O O% 500 government and 8 O% 500 telecom

military companies : companies

More than 64% .............................................................. e

of Fortune Global

of the toP 25 companies on the C?Iobal 8 O % 500 media and |
500 list use Red Hat OpenShift : technology companies

Source: ‘ RedHat

Fortune Global 500 subscription data as of 20 January 2021
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Mirantis

Red Hat OpenShift
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Rancher
Labs

47.8%

Red Hat OpenShift

7.7%
VMware

24.4%

1.2% Other

Canonical

& RedHat

Source: Who's Winning in the Container Software Market, IT Pro Today, Jun 29, 2021.


https://www.itprotoday.com/containers/whos-winning-container-software-market
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OpenShift

Thank you

Red Hat is the world'’s leading provider of
enterprise open source software solutions. Award-

winning support, training, and consulting services

make
Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/red-hat

youtube.com/user/RedHatVideo
s

facebook.com/redhatinc

twitter.com/RedHat




